Come creare Utenti VPN nel Firewall Watchguard

1. Creare Gruppo per VPN SSL

@$ch6uard‘

Mobile VPN with 550

2. Impostare i campi come le preferenze.

@5ch6uard Fireware Web UI

Networking and IP address po

he method the Firebox u

3. Scegliere l'autentificazione

d traffic through the VPN tunnel. Select Bridge VPN traffic if you want to bridge the user to a network you spedfy. Select Route VPN traffic if you want the Firebox ta raute VPN traffic t specified networks


http://wiki.3di.it/lib/exe/detail.php?id=documentazione_3di_riservata%3Amanuali_sysadmin%3Autenti_vpn_firewall&media=documentazione_3di_riservata:manuali_sysadmin:untitled.jpg
http://wiki.3di.it/lib/exe/detail.php?id=documentazione_3di_riservata%3Amanuali_sysadmin%3Autenti_vpn_firewall&media=documentazione_3di_riservata:manuali_sysadmin:untitled1.jpg

L . _ = — cE e
Inbox (1) - enead09@g1 X (@ WhatsApp { = Best of ELECTR

w” Fireware Web Ul (T10)

B o

PRl @ windows 10screencap: X Wis How to Take Screenshe X == -

0 X

men U f} Q‘ windows 10 screen capture —) W+ |||\ Ej @ ]

@&chGuan:{ Fireware Web Ul

Mobile VPN with SSL

ate Mobile VPN with SSL, the "SSLVPN-Users” group and the "WatchGuard SSLVPN" policy are created to allow Mobile VPN with SSL connections from the Internet to the external interface.

the default authentication server.

When you a

Activate Mobile VPN with 551

Authentication Server Settings

Select one or more authentication servers. The fi
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SELECT AUTHENTICATION SERVER
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[] Auto reconnect after a connection is lost

is lost
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Define users and groups to authenticate with Mobile VPN with SSL. The users and groups you define are automatically included in the "

[ | name TYPE

rs Group Any
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Mobile VPN with S5L

rom the Internet to the external interface.

When you activate Mobile VPN with S5L, the "SSLVPN-Users” group and the "WatchGuard SSLVPN" policy are created to allow Mobile VPN with SSL connectio

Activate Mobile VPN with SSL

Authentication MD5 e

Encryption Blow fish i

Data channel v |l 443 =
Cenfiguration channel (TCP, 443 =
Keep-Alive interval 10 44 |seconds
Keep-Alive Timeout | 60 4| seconds
Renegotiate Data Channel 81 =1 minutes

DNS and WINS Servers

Domain Name

DNS Servers

5. Andare su Authentication-Servers-Firebox per creare gli Utenti
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Per gli Utenti esterni

Per gli Utenti esterni, dove si deve dare accesso solo certi IP. Si consiglia di usare il Mobile VPN with IPSec. Quindi va creato il
gruppo, poi gli Utenti come nel caso del SSI.
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Maobile VPN with IPSec

Groups
MAME * AUTHENTICATION SERVER ALLOWED ACCESS VIRTUAL IP POOL 1PSEC SETTINGS
VPN-Brofila-Tirana Firabox-DB 10.17.61.0/24 10.20.61.0/24 10.20.61.2-10.30.61.254 i N g |
Negotiation Type: pre-shared-key
ADD T

Configuration File Generation
To generate a mobile VPN client configuration file, select a mobile user group from the list above, then select a VPN client and dlick Generate.

The Shrew Soft VPN client does not support all WatchGuard Mobile VPN with IPSec configuration settings. For a list of settings not suppeorted by the Shrew Soft VPN dient, click Help.

Client | WatchGuard Mobile VPN ~

Mohbile VPN with IPSec

Global Settings

|:| Make security policies read-only in the WatchGuard Mobile VPN client
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